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Login Lockdown Options

R o= R o

’Enabl:‘l..ogln Lockdown Check this if you want to enable the login lockdown feature and apply the settings below
Allow Unlock Requests: () Check this if you want to allow users to generate an automated unlock request link which will unlock their account
Max Login Attempts: Set the value for the maximum login retries before IP address is locked out

‘ ‘ O U l l t Login Retry Time Period (min): [Z] If the maximum number of failed login attempts for a particular IP address occur within this time period the plug

Time Length of Lockout (min): Set the length of time for which a particular IP address will be prevented from logging in

Lockdown
eolllaY

Display Generic Error Message: Check this if you want to show a generic error message when a login attempt fails

! mtly Lockout invalid () Check this if you want to instantly lockout login attempts with usernames which do not exist on your system
Usernames:
Instantly Lockout Specific
Usernames:
Insert one username per line. Existing usernames are not blocked even if present in the list.
Notify By Email: () Check this if you want to receive an email when someone has been locked out due to maximum failed login attempts

[ hi@ertano.com Enter an email address




WP 2FA Settings

Use the settings below to configure the properties of the two-factor authentication on your website and how users use it. If you have any questions s
email at support@melapress.com

Which 2FA methods can your users use?

E n a b | e W P 2 F A When you uncheck any of the below 2FA methods it won't be available for your users to use. You can always change this later on from the plugin's se
S e t t i n g S Which of the below 2FA methods can users use?

Select the methods Primary 2FA methods:

One-time code via 2FA App (TOTP)
(] One-time code via email (HOTP) - ensure email deliverability with the free plugin WP Mail SMTP.
Allow user to specify the email address of choice

() Yes(®) No




Authorization {FAZERERR

- WordPress {& FBE R

- [GRESERR ERS [ERE
é;HWEBE 775 or 755 (BRI R BfE=Rownerg{group NI FB P Z alZ INE R RN
e

- FESRTERR 644 (PRI R BtE=REYowner 2T LUEoN)

: é%%gﬁﬁ g0wp-config.php, FEZERTEROL0TK600LLE LS (IERNSER



Accounting {6 FRERER

- FREBMEEAIEIEEEREEME - (Accountability and Accounting/Auditing)

- Example:
%18 log(H ) , timestamp(F5#4)... 408k - ST 5 128 W(W/hen, Where, How,
Who, Why)RUEIHIIRTF - WEEEE A REER - BARANRFETE
IFEGE - DI BEREEZEE -



£3 SUCURI /P Plugin..

Monitor Log

| |
This information will be used to determine if your site is being victim of Password Guessing Brute Force Attacks. These logs will be accumulated and the plugin will send a report via email if
there are more than 3@ failed login attempts during the same hour, you can change this number from here. NOTE: Some "Two-Factor Authentication"” plugins do not follow the same rules
that WordPress have to report failed login attempts, so you may not see all the attempts in this panel if you have one of these plugins installed.

L n
Failed |O INS
nicholasyau 209.97.169.60 August 21, 2023 1:50 pm Mozilla/5.0 (Windows NT 10.0; Win64; x64) A

ppleWebKit/537.36 (KHTML, like Gecko) Chro
me/78.0.3904.108 Safari/537.36

Failed logins

nicholasyau 209.97.169.60 August 21, 2023 1:50 pm Mozilla/5.0 (Windows NT 10.0; Win64; x64) A
ppleWebKit/537.36 (KHTML, like Gecko) Chro
me/78.0.3904.108 Safari/537.36




Integrity ST E2 14

 BRENERSSEERN - IERNEEERNHEBRRT - LB
AR A TR F B SR



WOI’d press Integritv Core WordPress Files Were Modified

We identified that some of your WordPress core files were modified. That might

We inspect your WordPress installation and look for modifications on the core files as provided indicate a hack or a broken file on your installation. If you are experiencing other

- by WordPress.org. Files located in the root directory, wp-admin and wp-includes will be . .
. o i o ) . X i malware issues, please use a Server Side Scanner.
S I I l compared against the files distributed with v6.2.2; all files with inconsistencies will be listed
here. Any changes might indicate a hack. Review False Positives
WO rd P re S S PHP Version:  Version: Runningon: Redirects to:
8.1.18 6.2.2 cloudflare https://nicholas.hk/
n | |
S ‘ C U r I ty p U g I l l This information will be updated in 6 hours — Refresh Malware Scan
k WordPress Integrity (5) @
to check core O sz wonein
. - . P 38 June 15, 2023 12:27 am .abc.html
fl | ‘ S I l l‘ g rlty O P 784k May 13, 2023 11:41 pm .htaccess_old
) P o8 July 11, 2023 2:57 pm cfapi.php @
O P 3.88K July 11, 2023 2:55 pm cloudflare_api.php
O M 328 June 28, 2023 2:45 pm test.php @




Toolbar Ad User
Ad Manager

Ad Admin

Language Gy SEO Editor

ASSig N |eaSt SEO Manager
pnvl |ege tO Name Shop manager

Customer

non-admin P s
Contributor
user accounts

Author
Role v Editor
Administrator

— No role for this site —

First Name




Always use
HTTPS to

protect the
data in transit

W Appearance
* Plugins

y Users

B Settings

General

WordPress Address (URL) https://www.example.com
Site Address (URL) https://www.example.com

Enter the address here if you wm«i.mmmm_ﬂ
Email Address john@example.com

This oddress is used for admin purposes, like new user notificot
Membership v Anyone can register
New User Default Role Subscriber S
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Disaster
Recovery
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- MAGSERARTFEEILS o] A4 Z2R18HA (High Availability)
- NBEIEARE ( Content Delivery Network - CDN )
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Plugin for
WordPress

Backup

Last log message:

Download most recently modified log file

The backup succeeded and is now complete (Aug 15 10:18:42)

Existing backups @)

More tasks: Upload backup files | Rescan local folder for new backup sets | Rescan remote storage

O Backup date Backup data (click to download) Actions

O ::Ig (2120250027 l Database H Plugins ” Themes ” Uploads ” Others l
Aug 08, 2023 10:17

O :9 ' l Database H Plugins H Themes ” Uploads ” Others l

O] l:.lg iz e L [ Database ” Plugins ” Themes ” Uploads ” Others ]

OJ Jul 25, 2023 10:26 l Database H Plugins ” Themes H Uploads ” Others l

Actions upon selected backups Delete Deselect

&

Use ctrl / cmd + press to select several items, or ctrl / cmd + shift + press to select all in between
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* Tor Network




Using Tor
Browser to
hide visitor IP
address

< C 8 nicholas.hk

O suzmans nicholas.hk &2

Tor B %

i ) €3
o O (SPHG) 15.235.130.1
e WTONIE 8.219.150.73
EU 213.139.243.21, 2a09:7183::fFf1:101

nicholas.hk

DARRAY Tor 3@RRIEIR A0S
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Use Tor Hidden
Service to
create a

website
without

exposing your
IP address

(Anonymous)

Tor Browser




Submit documents to WikiLeaks x

WikiLeaks publishes documents of political or historical importance that are censored or otherwise suppressed. We specialise in strategic global publishing and

large archives.

The following is the address of our secure site where you can anonymously upload your documents to WikiLeaks editors. You can only access this submissions

system through Tor. (See our Tor tab for more information.) We also advise you to read our tips for sources before submitting.

Example of Tor

H | d d e n http://ibfckmpsmylhbfovflajicjgldsqpc75k5w454irzwlh7qifggincbad.onion

N etW O r k If you cannot use Tor, or your submission is very large, or you have specific requirements, WikiLeaks provides several alternative methods. Contact us to
discuss how to proceed.

How to contact WikiLeaks? What is Tor? Tips for Sources After Submitting




Can WordPress

Setup as a
Hidden Service?

* Yes. But the site owner need full access to the server to setup the

Tor Hidden Service

- Limitation: WordPress can only setup one Site Address, it's

difficult to create a site with both registered domain name
XXXX.€OmM and XxXxXxXxxxxxxxxxx.onion on the same WordPress site

* Another advantages of Hidden Service, there is no requirements

for any fixed IP address or port forward setting for the website. Tor
Network will help to connect your site to the hidden network.



Q & A Session




